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PREFACE 
 

                                                 
1 The CTC held two open briefings on these matters: (i) an open briefing on “Protection of Critical Infrastructure in Tourism”, held on 12 
June 2014 and (ii) an open briefing on “Strengthening Emergency Responses in the Aftermath of Terrorist Incidents”, held on 16 June 
2015. On 21 November 2016, the Security Council held an “Arria Formula” meeting on the “Protection of Critical Infrastructure against 
Terrorist Attacks”, at which Member States presented their concerns and views on key aspects of this topic.   



 7 



 8 

THE PROTECTION OF CRITICAL INFRASTRUCTURE AGAINST TERRORISM 
ATTACKS – THE PERSPECTIVE OF INTERPOL 
 



 9 

 

 
 
  



 10 

LIST OF ABBREVIATIONS 

 

 
  



 11 

INDEX OF TABLES  
 

 
  



 12 

INDEX OF CASE STUDIES 
 



 13 

 
  



 14 

CONTEXT, OBJECTIVES AND METHODOLOGY 
 



 15 

  



 16 

1. UNDERSTANDING THE CHALLENGE 
 

 



 17 

 

 

 



 18 

- 

- 

- 

                                                 
2 A recent example of a DoS attack directly affecting CIs was the attack perpetrated against the Danish railway ticket booking system on 
14 May 2018. 

 



 19 

 



 20 

 

 

                                                 
3 A joint DHS/FBI report issued in 2017 noted that certain US government networks in the energy, nuclear, water, aviation, and critical 
manufacturing sectors were at risk of targeted advanced persistent threat (APT) actions. DHS assessed this activity to be a “multi-stage 
intrusion campaign by threat actors targeting low security and small networks to gain access and move laterally to networks of major, 
high value asset owners within the energy sector.” According to the report, the “threat actors [were] actively pursuing their ultimate 
objectives over a long-term campaign”, with companies like third-party suppliers being initially targeted as staging targets. (See: DHS, 
Advanced Persistent Threat Activity Targeting Energy and Other Critical Infrastructure Sectors, 20 October 2017, at: www.us-
cert.gov/ncas/alerts/TA17-293A. See, also: Conner Forrest, “DHS, FBI warn of cyberattacks targeting energy infrastructure, government 
entities”, 23 October 2017, TechRepublic, at: www.techrepublic.com/article/dhs-fbi-warn-of-cyberattacks-targeting-energy-
infrastructure-government-entities). 

http://www.us-cert.gov/ncas/alerts/TA17-293A
http://www.us-cert.gov/ncas/alerts/TA17-293A
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2. DEVELOPING NATIONAL STRATEGIES FOR REDUCING RISKS TO CIs  
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4 In the context of aviation, ICAO applies the word “hazards” to refer to safety-related issues. Security-related events are more 
accurately defined as “incidents”. 
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5 AG-2016-RES-03 
6 The concrete implementation of Action Stream 4.6 translates into a close collaboration between INTERPOL’s Counter-Terrorism 
Directorate, based at the General Secretariat in Lyon, France, and the Organization’s Innovation Center, located in INTERPOL’s Global 
Complex for Innovation, Singapore.     
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- 

- 

- 
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7 Art.24, National cyber security framework. 
8 Directive (EU) 2016/1148 concerning Measures for a High Common Level of Security of Network and Information Systems across the 
Union. 
9 https://www.itu.int/en/ITU-D/Cybersecurity/Pages/National-Strategies-repository.aspx 
10 https://www.itu.int/en/ITU-D/Cybersecurity/Pages/National-Strategies.aspx 

https://www.itu.int/en/ITU-D/Cybersecurity/Pages/National-Strategies-repository.aspx
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https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.04162018.pdf
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11 Such instruments include: the Convention on the Prohibition of the Development, Production and Stockpiling of Bacteriological 
(Biological) and Toxin Weapons; the Convention on the Prohibition of the Development, Production, Stockpiling and Use of Chemical 
Weapons and on their Destruction; the Convention on the Physical Protection of Nuclear Material; the International Convention for the 
Suppression of Acts of Nuclear Terrorism; the United Nations Global Counter-Terrorism Strategy and the United Nations Security 
Council resolution 1540 (2004). 
12 Art.24, Legal Measures. 
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13 Aviation Security Manual (Doc 8973 – Restricted). 
14 www.imo.org/en/OurWork/Security/Guide_to_Maritime_Security/Pages/SOLAS-XI-2%20ISPS%20Code.aspx 
15 See, in particular, CIPedia, a Wikipedia-like online community service focusing on Critical Infrastructure Protection and Resilience - 
related issues, developed by the EU FP7 project CIPRNet and continued by volunteers (https://publicwiki-
01.fraunhofer.de/CIPedia/index.php/Critical_Infrastructure). 

 

https://publicwiki-01.fraunhofer.de/CIPedia/index.php/Critical_Infrastructure_Protection
https://publicwiki-01.fraunhofer.de/CIPedia/index.php/Resilience
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16 Council Directive 2008/114/EC, Article 2. 

https://publicwiki-01.fraunhofer.de/CIPedia/index.php/Asset
https://publicwiki-01.fraunhofer.de/CIPedia/index.php/Damage
https://publicwiki-01.fraunhofer.de/CIPedia/index.php/Failure
https://publicwiki-01.fraunhofer.de/CIPedia/index.php/Disruption
https://publicwiki-01.fraunhofer.de/CIPedia/index.php/Consequence
https://publicwiki-01.fraunhofer.de/CIPedia/index.php/Asset
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https://publicwiki-01.fraunhofer.de/CIPedia/index.php/Security
https://publicwiki-01.fraunhofer.de/CIPedia/index.php/Disruption
https://publicwiki-01.fraunhofer.de/CIPedia/index.php/Failure
https://publicwiki-01.fraunhofer.de/CIPedia/index.php/System
https://publicwiki-01.fraunhofer.de/CIPedia/index.php/Asset
https://publicwiki-01.fraunhofer.de/CIPedia/index.php/Vital_Services
https://publicwiki-01.fraunhofer.de/CIPedia/index.php/Impact
https://publicwiki-01.fraunhofer.de/CIPedia/index.php/Security
https://publicwiki-01.fraunhofer.de/CIPedia/index.php/Safety
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17 CIPRNet Project, https://www.ciprnet.eu/home.html 
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18 http://www.gouvernement.fr/vigipirate 
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https://publicwiki-01.fraunhofer.de/CIPedia/index.php/Harm
https://publicwiki-01.fraunhofer.de/CIPedia/index.php?title=Loss&action=edit&redlink=1
https://publicwiki-01.fraunhofer.de/CIPedia/index.php/Risk_Assessment
https://publicwiki-01.fraunhofer.de/CIPedia/index.php/Risk_Analysis
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19 ISO 31000:2009(en), at: www.iso.org/obp/ui/#iso:std:iso:31000:ed-1:v1:en 
Adopting the same risk management approach as ISO 31000, ISO 27000 series provides the reference standard in the field of 
information security systems. ISO 27000 thus offers a useful guiding framework for the protection of Critical Informational 
Infrastructures CIIs. 
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https://www.msb.se/RibData/Filer/pdf/27473.pdf)
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3. ESTABLISHING CRIMINAL RESPONSIBILITY 
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20 EU framework Decision of 13 June 2002 on Combating Terrorism (2002/475/JHA), art.1. 
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21 Criminal code, 83.01(1). 
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▪ 

                                                 
22 From a practical point of view, the investigation of cyber offences poses particular challenges in terms of attribution of the conducts 
in question. 
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4. SHARING INFORMATION AND EXPERIENCE 
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23 Reference to “public sector” in the Table is understood to cover “Governmental agencies”. 
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24 Consolidated Appropriations Act of 2016, P.L. 114-113, Division N (Cybersecurity Act of 2015), Title I (Cybersecurity Information 
Sharing Act of 2015), 129 Stat. 2936, 6 U.S.C. §§ 1501-1510. 
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https://www.gov.uk/guidance/resilient-communications
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25 Art.8. 
26 Article 2(d). 
27 Article 9. 
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28 Art.9. 

https://tisn.gov.au/
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https://cigateway.ps.gc.ca/_layouts/pscbranding/trms-eng.pdf
https://cigateway.ps.gc.ca/_layouts/pscbranding/trms-eng.pdf
http://www.publicsafety.gc.ca/cnt/rsrcs/pblctns/pln-crtcl-nfrstrctr-2014-17/pln-crtcl-nfrstrctr-2014-17-eng.pdf
http://www.publicsafety.gc.ca/cnt/rsrcs/pblctns/pln-crtcl-nfrstrctr-2014-17/pln-crtcl-nfrstrctr-2014-17-eng.pdf
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5. ENSURING COORDINATION AMONG DOMESTIC AGENCIES 
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http://image.guardian.co.uk/sys-files/Guardian/documents/2011/05/06/rule43-report.pdf
http://image.guardian.co.uk/sys-files/Guardian/documents/2011/05/06/rule43-report.pdf
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6. ENHANCING INTERNATIONAL COOPERATION TO PROTECT CIs 
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29 Security Manual (Doc 8973-Restricted). 
30 Regulation (EU) No 230/2014 establishing an instrument contributing to stability and peace, at: 
http://ec.europa.eu/dgs/fpi/documents/140311_icsp_reg_230_2014_en.pdf 
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7. SECTOR-SPECIFIC INTERNATIONAL INITIATIVES 
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31 Intervention by the Representative of IMO, Security Council Calls on Member States to Address Threats against Critical Infrastructure, 
Unanimously Adopting resolution 2341 (2017), at: https://www.un.org/press/en/2017/sc12714.doc.htm 
32 Source: IMO, Maritime Security and Piracy, at: www.imo.org/en/OurWork/Security/Pages/MaritimeSecurity.aspx 

 

http://www.imo.org/en/OurWork/Security/Pages/MaritimeSecurity.aspx
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33 Doc 7300/9 
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34 Doc 8973. Access to the Manual is classified as restricted. Its distribution is limited to State civil aviation authorities and, on request, 
other entities responsible for implementing aviation security measures, such as airport and aircraft operators, or other entities as 
validated by a State appropriate authority. The Aviation Security Manual is accessible electronically to authorized users through at: 
https://drm.icao.int/ website. 
35 Annex 17 – Security -  includes, notably, the Standards and Recommended Practices for international aviation security and is 
constantly being reviewed and amended in light of new threats and technological developments that have a bearing on the 
effectiveness of measures designed to prevent acts of unlawful interference. 

 



 109 

 

                                                 
36 Res A39-19, October 2016, at: www.icao.int/Meetings/a39/Documents/Resolutions/a39_res_prov_en.pdf 
37 The Conference’s Final Report is available at: www.itu.int/en/ITU-
D/Conferences/WTDC/WTDC17/Documents/WTDC17_final_report_en.pdf 

http://www.icao.int/Meetings/a39/Documents/Resolutions/a39_res_prov_en.pdf
http://www.itu.int/en/ITU-D/Conferences/WTDC/WTDC17/Documents/WTDC17_final_report_en.pdf
http://www.itu.int/en/ITU-D/Conferences/WTDC/WTDC17/Documents/WTDC17_final_report_en.pdf


 110 

 

 

 

                                                 
38 ITU-T Recommendations developed by ITU-T Study Group 17 are publically available at: http://www.itu.int/ITU-
T/recommendations/index_sg.aspx?sg=17  
39 Previous versions can be consulted at: https://www.itu.int/en/ITU-D/Cybersecurity/Pages/GCI.aspx 
 

http://www.itu.int/ITU-T/recommendations/index_sg.aspx?sg=17
http://www.itu.int/ITU-T/recommendations/index_sg.aspx?sg=17
https://www.itu.int/en/ITU-D/Cybersecurity/Pages/GCI.aspx
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40 These measures were already contemplated in the “Programme of Action to Prevent, Combat and Eradicate the Illicit Trade in Small 
Arms and Light Weapons in All Its Aspects. Under this programme, Governments agreed to improve national small arms laws, 
import/export controls, and stockpile management – and to engage in cooperation and assistance 
(www.un.org/disarmament/convarms/salw/programme-of-action/). 
41 The Protocol supplements the United Nations Convention against Transnational Organized Crime 

http://www.un.org/disarmament/convarms/salw/programme-of-action/
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42 AS-2011-RES-10 
43 Art 3 of INTERPOL’s Constitution enshrines the guiding principle of neutrality by explicitly forbidding INTERPOL from engaging in 
matters of a political, military, religious, or racial character 
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44 http://www.cefic.org/Responsible-Care 
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45 Expert Workshop on International Chemical Security Coordination, 7 December 2017, at: 
https://www.opcw.org/fileadmin/OPCW/Protection-Against-CW/OPCW_Chemical_Security_Workshop_-_Informal_Summary_-
_October_2017_-_for_release.pdf 

https://www.opcw.org/fileadmin/OPCW/Protection-Against-CW/OPCW_Chemical_Security_Workshop_-_Informal_Summary_-_October_2017_-_for_release.pdf
https://www.opcw.org/fileadmin/OPCW/Protection-Against-CW/OPCW_Chemical_Security_Workshop_-_Informal_Summary_-_October_2017_-_for_release.pdf
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ANNEX I - SELECTED GOVERNMENTAL RESOURCES ON CIP46 

 

                                                 
46 The documents displayed in this Annex do not form any comprehensive list of existing Governmental resources on CIP. Materials have 

been selected on the basis of relevance, open and full web-based access, geographical representation and the availability of translations 
into the English language.  

https://www/
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https://www.nisc.go.jp/eng/pdf/cs-strategy-en-pamphlet.pdf
https://www.nisc.go.jp/eng/pdf/cs-strategy-en-pamphlet.pdf
https://www.nisc.go.jp/eng/pdf/cs-strategy-en-pamphlet.pdf
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https://www.gov.uk/
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https://www.gov.uk/guidance/risk-assessment-how-the-risk-of-emergencies-in-the-uk-is-assessed
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ANNEX II – SECURITY COUNCIL RESOLUTION 2341 (2017) 
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ANNEX III – THE COUNTER-TERRORISM IMPLEMENTATION TASK FORCE 
(CTITF) 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://www.un.org/sc/suborg/en/sanctions/1267
http://www.un.org/en/sc/ctc/
http://www.un.org/en/peacekeeping/about/dpko/
http://www.un.org/depts/dpa/index.html
http://www.un.org/en/hq/dpi
https://dss.un.org/dssweb/
http://www.un.org/en/sc/1540/
https://www.iaea.org/
http://www.icao.int/Pages/default.aspx
http://www.imo.org/EN/Pages/Default.aspx
http://www.imf.org/external/index.htm
http://www.interpol.int/Public/Terrorism/default.asp
http://www.un.org/disarmament/WMD/Counter_Terrorism/
http://www.ohchr.org/EN/Pages/WelcomePage.aspx
http://legal.un.org/ola/
http://www.un.org/sg/
http://www.un.org/en/preventgenocide/adviser/
https://childrenandarmedconflict.un.org/
http://www.un.org/youthenvoy/
http://www.opcw.org/
http://www.ohchr.org/EN/Issues/Terrorism/Pages/SRTerrorismIndex.aspx
http://www.undp.org/
http://en.unesco.org/
http://www.unicri.it/
http://www.unodc.org/unodc/en/terrorism/
http://www.un.org/en/africa/osaa/
http://www.unrol.org/
http://www.unwomen.org/
http://www2.unwto.org/
http://www.wcoomd.org/
http://www.worldbank.org/
http://www.who.int/
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http://www.iom.int/
http://ochaonline.un.org/
http://www.un.org/en/development/desa/index.shtml
http://www.unhcr.org/
http://www.unaoc.org/
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http://www.interpol.int/en
https://www.un.org/counterterrorism/ctitf/en/ctitf-office
http://www.un.org/en/sc/ctc/
https://www.un.org/sc/suborg/en/sanctions/1267
http://www.un.org/en/hq/dpi/
http://www.ohchr.org/EN/Pages/WelcomePage.aspx
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http://www.ohchr.org/EN/Issues/Terrorism/Pages/SRTerrorismIndex.aspx
http://www.ohchr.org/EN/Issues/Terrorism/Pages/SRTerrorismIndex.aspx
http://en.unesco.org/
http://www.unodc.org/unodc/en/terrorism/
https://dss.un.org/dssweb/WelcometoUNDSS/tabid/105/Default.aspx?returnurl=%2fdssweb%2f
http://www.unicri.it/
http://www.un.org/undpa/
http://www.un.org/en/peacekeeping/about/dpko/
http://www.icao.int/Pages/default.aspx
http://www.imo.org/EN/Pages/Default.aspx
http://www.undp.org/
http://www.wcoomd.org/
http://www2.unwto.org/
http://www.unocha.org/
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